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1 Overview 

iMaster NCE-Campus functions as the EcoGrid server to interconnect with third-party 

firewalls to report online users and security groups to the firewalls. Then policies can be 

configured on the third-party firewalls based on the synchronized data to control traffic. 

iMaster NCE-Campus functions as a security policy management platform to provide secure 

network access for end users and devices. It stores user and security group information. 

iMaster NCE-Campus also provides user and security group information to external 

authorized parties through EcoGrid. 

iMaster NCE-Campus EcoGrid is an open and extensible security product integration 

framework (SPIF). It uses the publish/subscribe model to publish context for ecosystem 

partners to use. Ecosystem partners can obtain information such as user identities from 

iMaster NCE-Campus. In this way, security policies in the ecosystem become more efficient. 

FortiManager functions as a client to interconnect with iMaster NCE-Campus EcoGrid. It 

synchronizes information such as sessions and security groups from iMaster NCE-Campus 

through EcoGrid. Then, FortiManager synchronizes the entries to FortiGate security devices 

to implement traffic control. 



 

 

2 Test Environment 

2.1  Topology 

2.2  Devices and Software 

2.1 Topology 

 



 

 

2.2 Devices and Software 

Device Model Software Version Quantit
y 

Remarks 

Fortinet-Forti

Manager 

FortiManager FortiManager-v7.4.

6   

1 pxGrid client 

Fortinet-Forti

Gate 

FortiGate FortiGate-200F 

v7.2.9 

1 pxGrid client 

Huawei 

Switch 

S6730-H28X6CZ-

V2 

V600R025C00SPC

500 

1 Border 

S5732-H24UM4Y

2CZ-TV2 

V600R025C00SPC

500 

1 Edge 

iMaster 

NCE-Campus 

iMaster 

NCE-Campus 

V300R025C00SPC

100 

1 AAA Server 



 

 

3 Configuring iMaster NCE-Campus 

3.1  Configuring Authentication and Authorization 

3.1 Configuring Authentication and Authorization 

1. Configure authentication. 

 



 

 

 

 

 

2. Create a security group. 



 

 

 

3. Create a user and user group. 

 

4. Create an authentication rule, an authorization rule, and an authorization result (security 

group authorization). 

 



 

 

 

 



 

 

4 Interconnecting iMaster NCE-Campus 
with FortiManager 

4.1  Applying for and Importing the Certificate 

4.2  Configuring Interconnection 

4.3  Configuring a Security Policy 

4.1 Applying for and Importing the Certificate 

1. Apply for and import certificates through iMaster NCE-Campus and a third-party client 

(iMaster NCE-Campus as the CA). 

a. Log in to iMaster NCE-Campus as the system administrator, choose System > 

Security Management > Certificate Authority Service from the main menu, and 

choose PKI Management > CA from the navigation pane. Click Add, enter the 

required information, and click Next. 

b. On the Set Associate Profile page, select 

END_ENTITY_PREDEFINED_MULTI_KEY_TYPES_50YEARS, and select 

the check box before the profile on the right to set it as the default profile. Click 

Next. 



 

 

 

c. Set Set CA certificate to TLS trust certificate and Issue response protection 

identity certificate to No, and click Submit. 

 

d. Enable the end entity certificate application function. 

i. Choose System > Security Management > Certificate Authority Service 

from the main menu and choose Global Configuration > Function 

Management from the navigation pane. 

ii. Click Enable. In the dialog box that is displayed, click OK. 

 

e. Generate a CSR file on the third-party client and import it to iMaster NCE-Campus. 



 

 

Generate a CSR file on FortiManager. The algorithm type in the file must be the 

same as that in the profile on iMaster NCE-Campus. 

 

 

 

i. Choose System > Security Management > Certificate Authority Service 

from the main menu and choose Certificate Application > Certificate 

Application from the navigation pane. 

ii. Click the Apply by File Upload tab, import the CSR file generated by the 

third-party device, and click Submit. 



 

 

 

iii. Choose System > Security Management > Certificate Authority Service 

from the main menu and choose Certificate Application > Application List 

from the navigation pane. Click Download Certificate in the row that contains 

the desired certificate to download the certificate to your local PC. 

iv.  

v. Import the certificate downloaded in the previous step to the third-party client 

and activate the certificate. 

 

 



 

 

 

vi. Export a trust certificate from the third-party client and import it to iMaster 

NCE-Campus. 

1) Export a trust certificate from the third-party client. 

 

2) Choose System > Security Management > Certificate Management 

from the main menu and choose Service Certificate Management from 

the navigation pane. 

3) Click the APIGWService card, click the Trust Certificates tab, and 

import the trust certificate of the third-party client to iMaster 

NCE-Campus. 

 

4.2 Configuring Interconnection 

1.Go to Fabric View > External Connectors, Under Endpoint/Identity, select User pxGrid,and 

click Create New. The Create New Fabric Connector wizard is displayed. 



 

 

Configure the following options and click OK 

 



 

 

 



 

 

 

4.3 Configuring a Security Policy 

1. Choose Policy & Objects > User & Authentication > User Groups and create a new 

group. Set the type as FSSO/Cisco TrustSec, and select pxGrid user as a member. 



 

 

 

2. Create a policy with the pxGrid_new user group and install the policy on FortiGate. 

 

 



 

 

 

 



 

 

 



 

 

 

Policies on the FortiGate device 

 



 

 

5 Test Cases 

5.1  Interconnecting iMaster NCE-Campus with FortiManager 

5.2  Reporting User Login and Logout Messages 

5.3  Changing the Authorized Security Group 

5.4  Communication Failure Between FortiManager and iMaster NCE-Campus 

5.1 Interconnecting iMaster NCE-Campus with 
FortiManager 

Test 

Scenario 

Interconnecting iMaster NCE-Campus with FortiManager 

Test 

Objectiv

e 

To verify that iMaster NCE-Campus is successfully interconnected with 

FortiManager. 

Test 

Procedur

e 

1. Configure the interconnection by referring to section 4.2. Expected result 1 is 

achieved. 

2. A security group is created and online users are generated on the controller. 

 



 

 

 

Expecte

d Result 

1. The client account is created. The channel is successfully established, and 

topics are successfully subscribed to. 

2. The security group created on the controller and the online users generated 

on the controller are synchronized to FortiManager, and the entries are 

synchronized to the FortiGate device. 

Test 

Result 

1. The client account is created. The channel is successfully established, and 

topics are successfully subscribed to. 

 

 



 

 

 

The security group created on the controller and the online users generated on 

the controller are synchronized to FortiManager, and the entries are 

synchronized to the FortiGate device. 

 

 

 

5.2 Reporting User Login and Logout Messages 

Test 

Scenario 

Reporting new online users and offline users on iMaster NCE-Campus in real 

time 

Test To verify that new online users and offline users can be reported in real time on 



 

 

Objectiv

e 

iMaster NCE-Campus. 

Test 

Procedu

re 

1. Configure security policies by referring to section 4.3. 

2. Add an online user on iMaster NCE-Campus and authorize the security group 

sec_group_permit (the security group has been synchronized to 

FortiManager). Expected result 1 is achieved. 

 

3. Modify the security policy and the endpoint cannot access the network. 

Expected result 2 is achieved. 

 

4. The user on iMaster NCE-Campus goes offline. Expected result 3 is 

achieved. 

 

5. Modify the authorization rule and change the authorization result to deny 

access. Then, CoA is performed. Expected result 4 is achieved. 

 

 

 

Expecte 1. The online user is synchronized to FortiManager, and entries are 



 

 

d Result synchronized to the FortiGate device. The endpoint can access 120.89.32.231. 

2. The endpoint cannot access 120.89.32.231. 

3. The online user is deleted from FortiManager, and the entries are deleted 

from the FortiGate device. 

4. The user goes offline, the online user is deleted from FortiManager, and the 

entries are deleted from the FortiGate device. 

Test 

Result 

1. The online user is synchronized to FortiManager, and entries are 

synchronized to the FortiGate device. 

Online User page of the controller 

 

Entries synchronized to the FortiGate device 

 

Online users on FortiManager 

 

The endpoint can access 120.89.32.231 

 

2. The endpoint cannot access 120.89.32.231. 

 

3. The online user is deleted from FortiManager, and the entries are deleted 

from the FortiGate device. 

Controller user goes offline 



 

 

 

Online user deleted from FortiManager 

 

Entries deleted from the FortiGate device 

 

4. The user goes offline, the online user is deleted from FortiManager, and the 

entries are deleted from the FortiGate device. 

Controller user 

 

 

Device 

 

Online user deleted from FortiManager 

 



 

 

Entries deleted from the FortiGate device 

 

 

5.3 Changing the Authorized Security Group 

Test 

Scenario 

Reporting the security group authorization change of online users in real time 

on iMaster NCE-Campus 

Test 

Objectiv

e 

To verify that the security group authorization change of online users can be 

reported in real time on iMaster NCE-Campus. 

Test 

Procedu

re 

1. Authorize the security group sec_group_permit to the user, and ensure that 

the endpoint can access 120.89.32.231. 

 

 

 



 

 

 

 

2. Change the authorized security group of the online user on iMaster 

NCE-Campus to sec_group_deny. Expected result 1 is achieved. 

 

 

Expecte

d Result 

1. The online user on FortiManager and the corresponding entries on the 

FortiGate device are changed, and the endpoint cannot access 120.89.32.231. 

Test 

Result 

Online User page of the controller 



 

 

 

Online users on FortiManager 

 

Corresponding entries changed on the FortiGate device 

 

The endpoint cannot access 120.89.32.231 

 

 

5.4 Communication Failure Between FortiManager and 
iMaster NCE-Campus 

Test Communication failure between FortiManager and iMaster NCE-Campus 



 

 

Scenario 

Test 

Objectiv

e 

To verify that the users who go online during the communication failure 

between FortiManager and iMaster NCE-Campus can be synchronized to 

FortiManager after the fault is rectified. 

Test 

Procedur

e 

1. Simulate a communication failure between FortiManager and iMaster 

NCE-Campus. 

 

2. Add an online user on iMaster NCE-Campus and authorize the security 

group. Rectify the fault. Expected result 1 is achieved. 

 

 

 

Expected 

Result 

1. The channel is re-established, the online user is synchronized to 

FortiManager, and entries are synchronized to the FortiGate device. 

Test Controller channel 



 

 

Result 

 

Online user synchronized to FortiManager 

 

Entries synchronized to the FortiGate device 

 

 


